,KonekmusHo puHaHcupaHe” ALl

MpaBusia 32 KOHTPOA U 3aLUUTA HA CUCTEMATa 33 06paboTKa Ha AaHHM Ha ,KoneKTMBHO duHaHCcUpaHe”

AL

|. BbTpeluHu npoueaypy, NpueTH ¢ Len ga ce rapaHTMpa NnpaBuaHOTO ob6paboTBaHe Ha INUHUTE
AaHHU M UHPOPMaLMATA, NOJTYYEHU OT UHBECTUTOPUTE, BK/TIOUMTE/IHO M3NON3BAHETO HA 06naum

1. [OeduHupaHe Ha poaute

dakTUYecKoTo pasnpeneneHme Ha GpyHKUMKUTE e ce M3BbpLIBA B CbOTBETCTBME C lMpaBunaTa 3a
BBbTPELIHA OPraHM3auUms 1 BbTPELLIEH KOHTPOA Ha ,, KoneKkTuBHO dpnHaHcupaHe” ALL. Pa3anyHm ekcnepTu ot
pPas3IMYHN PYHKUMOHANHU 3BeHa — OYHKUMOHANHO 3BEHO ,YNpaBneHWe Ha pPUcKa M HOPMATMBHO
cboTBeTcTBUE”, PYHKUMOHANHO 3BEHO ,Bpb3kM ¢ MHBECTUTOPU”, DYHKUMOHANHO 3BEHO ,EMUTEHTM,
®yHKUMOHANHO 3BEHO ,MHGOPMALMOHHU TexHoNorMn“, OYHKUMOHANHO 3BEHO ,AOMUHUCTPUPAHE Ha
caenkuTe” - Wwe nsnbaAHABaAT NOCOYEHUTE NO-A0/Y PONU, CbobpPasHO TEXHUTE KOMMNETEHTHOCTY.

‘ ‘

Ot IT rnefHa TOYKa, We ce pasrpaHMyaT ponuTe Ha ,AgmuHuctpaTtop”, ,,Cb3gaten”, ,Habnaopgaten”
n ,MHBectutop”.

Opyrn ponn, Kouto e BB3MOXKHO ga 6baat pobaBeHM B naatdopmaTta npu HeobxogmmocT
snocneacreue: Noneunten; MapaHTt/MnaTeskeH areHT, PUCK MEHUANKDBP.

AZMWHUCTPATOPBT Ha NaaTdopmaTa Lie MOXKe BNOCieACTBME Aa Mocouu U ,Apbutbp“, ¢ KOMTO
CTpaHWTe NPW CNOP MOraT A4a NOTbPCAT BapnaHTV 3a 6bp3 apbuTpax/cnopasymeHue.

Mnatpopmata Mma AQMMUHUCTPATOP, KOMTO MMa MPABOMOLLMSA, KOMTO Wwe 6baaT noapobHo
OMNWCaHW B TEXHWUYECKMTE NPaBMaa Ha NaaTopmaTa, KaTo OCHOBHUTE Ca:

- TexHWYecKo U GYHKLMOHANHO NoaabprKaHe Ha nnaTdopmaTa;
- AgMUHUCTpUpaHe Ha ycayru;

- AgMUHUCTpPUpaHe Ha noTpebuteny;

- AgMUHUCTPUPaHe Ha CNopoBe U XKanbu;

- OcbluecTBsABaHe Ha KOHTPOA/HAA30p HAZ YY4aCTHULMTE;

- OTKas OT perncTpaLma Ha y4acTHUK;

- Vlsapruaa TeKyw, Hag3op Hag napameTtpute Ha [lpegnaraHeto M M3BbPLWBaAHE Ha
HEO6XOAMMM nocneasauin AEVICTBMFI no agMUHUCTPUPAHE U NPUKNKOYBAHE Ha NpeasiaraHeTo.

Bcnukn AEVICTBMﬂ Ha AAMMHMCTpaTOp'bT e cCa periameHTupaHn B TEXHUYECKUTE NpaBuia Ha
nnaTdaopmaTa, OOKYMEHTUPAHU CbC CbOTBETHUTE 3aABNEHUNA U OOKYMEHTU 3a y4aCTUE Ha MNPOEKT U
cnepBaT onpegesieHn BbB BbTpeLwHUTe npasuaa ,,AIroputMmm Ha AEﬁCTBMH”.

MpoueaypaTa 3a NogaBaHe Ha Kanba e pyHKUMA Ha MnaTtdopmaTa. B cekuma Ha nnatdopmara ce
cucTtematmsmpa obekTa Ha kanbaTa, BXoAupa M pasriexaa Bbhnpoca. EAMHCTBEHO perncrpupaHu
noTpebutenn morat Aa Nogasart Kanbu. ObekTa Ha Kanbute cneaBa Aa € KOHKPETU3UPaAH KaTo y4acTHUK
unu npouec Ha MNaatpopmarta. ALMUHUCTPATOPLT BOAM apXMB Ha Kanbute, KOWTO CbAbPKa LANATa Kanba,
YCTaHOBEHUTE XapaKTePUCTUKKU, NPEeasIOKEHOTO MOTUBMPAHO paspelleHue, HayaneH M KpaeH AeH Ha
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npoueca, CIMCbK C yyacTHuumte. lNpoueaypute no nogadeHa *anbata ce npekpaTtaBaT B CaydauTe,
npeasuaeHn s NMpasunarta 3a pasriexaaHe Ha Kanbu.

Cv3partenar e Cb3gaten Ha npoekTn. OCHOBHU PYHKLMM Ha Cb3aaTens ca:
- cb3pgasa poeKT 3a dpuMHaHcKMpaHe, nog otaeneH Npodua 3a BCEKM NPOEKT;

- AICHO dopmynupa uenute, puckoseTe, obema Ha MHBECTMLMM, KOMUTO ca Heobxoammun 3a
peannsMpaHeTo Ha NPOEKTa.

- Cob3patenat onpegend B OCHOBHMA WHPOPMAUMOHEH [OOKYMEHT TexXHUYECcKUTe U
bYHKUMOHANHM napameTpu Ha [lpoeKkta 3a ¢uMHaHcUpaHe, CbOOpasHO MpaBuaaTa Ha
nnatpopmara.

- Cvb3patenat ynbaHomowasa Habntogaten 3a BCMUKM HEOBXO4MMM NOCAeABaLLM AeNCTBUA NO
BbBEXKAAHE, a4MUHUCTPUPAHE M MPUKIIOYBAHE Ha NPOEKTa 3a GUHaAHCKpaHe.

- Cob3patensaT gocrtass usnata Heobxogmuma Hpopmauma B cBoa npodun B naatpopmara.

Habniopaten: ToBa e nue, KOETO e MMa cnegHuTe GyHKUUU:

- Opobpsea ,Cb3gaten”. Habntogatenat nonyyasa ,[ToKaHa 3a NpoekT 3a UHAHCUpaHe” oT
cb3gaten. [oKkaHaTa 3a MPOEKT CbAbpP)KA 3asB/EHME 33 pasriegaHe Ha [1poekT u
nHdopmauua 3a MpoekTa, MHPopmaumsa 3a CbagaTens.

- Mpernexga v aHanusupa uanaTa MHbopmaumsa, 3apeseHa B npoduna Ha Cb3gatens U B
npoduaa Ha NpoeKTa

- CocraBa M KoopauHupa cbc ,Cb3gaTtena” npoekT Ha npegnaraHe nog ¢opmata Ha
LpegnoxkeHue”, ,MpeanoxkeHneTo” cbabpka BCUYKM HOPMATMBHO ONpeaeneHn napameTpu
3a ocbluecTBABaHe Ha eaHo ,PUHaHCUpaHe”.

- Nybnurysa MpepnoxkeHne 3a puHaHcUpaHe. HabntogatenaT cnen npoueca Ha KOOPANHUPaHE
Ha npoekTa 3a dnHaHcupaHe, nybankysa B Mnatdopmarta ,,MpeanoxeHre 3a duHaHcUpaHe”,
MpeanoxkeHMeTo CbabprKa UanaTa Heobxoanma nHpopmauma 3a Cobagatens, 3a MpoekTa, 3a
SlpeanoxeHneTro 3a  QUHAHCMpaHe”, 33 npeaynpexneHuaTa, KOUTO  CbibTCTBAT
MNpepnorkeHueTo.

- WM3BbpwBa unaeHTMOMKALMA U KaTeropmsmpaHe Ha MWHBecTUTOpUTe, [ONYCHAaTM A0
nnatpopmarTa.

- W3ebpwBsa ogobpeHne Ha Npodmna Ha MHBECTUTOPUTE.

- Opobpssa goctbna Ha MHBecTUTOpK Ao NaaTdopmara.

Hakou oT dyHKUMMTe moraT Aa 6baaT npexsbpaeHn Ha AAMUHUCTPATOPA MAKN HA 4PYIU yYacTHULM
B Npoueca np1 HeobxoANMMOCT.

Ol'paHM‘-IMTenHM ycnosua

KoHbAMKT Ha nHTepecu: Mexay Habntogaten n Cbaaarten, Kouto ca B npouec Ha ,,0a06peHne Ha
NPOEKT 3a pUHaAHCKUpPaHe" He ce AOoMyCKa NpaBHa CBbP3aHOCT.
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UHBecTuTOp: ToBa € noTpebute - nunue, Koeto e MaeHTUdMuUmMpaHo M KaacuduumpaHo oT
Habntopaten Ha nnaTtdopmaTa Aa BbBEXKAA NOPBYKM 33 y4acTMe NpU M3BbPLLIBAHE Ha MpeanorkeHume 3a
duHaHcKpaHe.

MoTpebuTtensaTt uma cnegHuTe GyHKUMK:

- Mpu cnasBaHe Ha KOHKPETHM YC/IOBUA A3 y4acTBa BbB PUHAHCMpaHe Ha lNpeanoxeHua 3a
dUHaHCUpaHe;

- Ja ce cb3gage v noaabprKa CBOATa MAEHTUGUKALMA BAPHO U CbOOPA3HO U3MCKBAHUATA Ha
Mnatpopmara;

- [a cb3page BAPHO CbAbpXKaHMe Ha CBOMUTE KayecTBa M YMEHMA 33 fJa MOXe aa 6bae
KnacuduumpaH NpaBuaHo;

- [ayyacTBa B NpeaoXeHuns 3a KONEKTUBHO GuHaHcKMpaHe npes MNaatdopmara;

- [a cnegm 3a cBouTe yyacTua M ga NPOMeHA napameTpuTe Ha Mnopbykata cuM CbobpasHo
pasbupaHuATa U YMEHUATA CU.

- Bumxxpaa B peanHo Bpeme MHd)OpMaLI,MFl 3a OCTAaTbKa NO BCAKa NpeasioxeHUe 3a ¢|/|Hchv|paHe,
3a KOATO € NoAa1 NOPbYKa,;

- Bumxxpaa B peanHo Bpeme MHCbOpMaLI,VIFi 3a OCTAaTbKa NO BCAKO npeasoxeHune 3a d)MHchmpaHe,
3a KOETO e gonyctuMmo ga nogasa NopbyYkKn, HO 4,0 MOMEHTA HE € No4al NOPbYKa;

- I'Ionyana YHUKa/1IEH HOMEP Ha BCAKa BbBeAEHA OT HEINO NOPbYKa 3a BCAKA ocbepTa;

2. Mpouec no MpeaocrassaHe Ha NpeaioXeHue 3a PUHAHCUpPaHe.

AaMUHWCTpaTOP®T fonycka Habatoaaten /no npuHumn/;
HabntopatenaT ogobpsasa Cb3gaTten;

HabntopatenaTt ogobpssa NPOEKT 3a GUHaAHCUPaHE;
HabntopatensaT nybavkysa MpeanoxeHue 3a GUHaHCUpPaHe;

MpeanoXeHMeTo 3a yyacTMe B MPOEKT 33 KOMEKTUBHO (GMHAHCMpaHe Ce OMOBEecTABa Npej, BCUYKM
nHBecTuTOpM B Nnatdpopmata B Cekuma ,Mpeactoawm npegnoxeHmsa”

BcsaKo npeanoxkeHue 3a yyacTue e onmcaHo B otgeneH npodun, B KOUTO Npodun ce BU3yanmsnpa:
o [OaHHu 3a Habnogartens;
o [aHHu 3a Cb3gatens;

o [HaHHu 3a [lpoekta - Ob6eKkT Ha MHBECTUUMNATA, MUHUMA/IHG U MaAKCUMaA/IHa
HEO6XOAMM3 MHBECTULMA, BpEMEBU PAMKU 34 pa3pa60TBaHe Ha NPOEKTa, PUCKOBE,
CBbpP3aHU C NPOEKTA, O4aKBAHU edDEKTVI, T.H.;

o Bpemesu gaHHu Ha lpepnaraHeTo:

3
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= [lepuog Ha npeacTaBsAHe Ha NPOEKTa;
= Hayano u Kpai Ha npeasaraHeTo;
=  CpOK 3a OTKas;
o YcnosuA 3a y4acTue, B C/ly4Yait, Ye MMa TaKMBa
o OnwucaHue Ha KnacoseTe MHBECTUTOPK, 32 KOUTO € NOAXOAALLO NpessiaraHeTo;
o MwuHumaneH Pasamep Ha HapeXaaHUATA;
o MakcumaneH Paamep Ha HapeX4aHUATa;
o Banyra Ha HapeaaHuATa;
o KomucunoHHa.

Bcekun NpoeKT 3a KoeKTUBHO GUHAHCMPaAHE, KOMTO e B npoLuec Ha GMHAHCMpPaHe ce OnoBecTABa Npes
WMHBECTUTOpUTE B cboTBeTHUA Knac B Mnatdpopmata B Cekums ,,MpoeKTn 3a puHaHcupaHe”. Bcekn npoekT
CW MMa cBoi npodun.

B npoduna Ha KOHKpPETEH NPOEKT MMA CEKLMA 3a NOAaBaHe Ha NOPBYKK, KbAETO Ce BU3yannsnpa:
o [JaHHu 3a Habnwopatens;
o [HdaHHu 3a Cb3gartens;
o JIMHK Kbm nNpoduna Ha MpoeKTa;

o [aHHu 33 dMHAHCOBMTE MHCTPYMEHTH B MNpeanaraHeTo /6poit, HOMMHaAHA CTOMHOCT,
efiMHWYHa LeHa/ A 3a npeaiaraHna 3aem;

o Bpemesu gaHHu Ha MpeanaraHeTo: HayanHa aaTa Ha npeanaraHeTo; KpaliHa aaTta Ha
npegnaraHeTo;

o CpoK 3a 0TKa3s /[lHU, YacoBe, MUHYTU U CEKYHAM A0 KPalHUA CPOK/;
o 06w, o0bem Ha MNpeanaraHeTo;

O 3asBeH KbM MOMeHTa ob6em Ha MpeanaraHeTo;

o BanyTa Ha HapeagaHuaTa;

o KomucunoHHa.

o OcraTbKk OT cpoka Ha MNpeanaraHeto /[HW, YacoBe, MUHYTU U CEKYHAM A0 KpanHuA
cpok/

o MwuHumaneH Pasmep Ha HapeXaaHWATA;

o CeKuma 3a BbBeXaaHe Ha HapexXaaHe;

MpoueaypaTta No NogaBaHe Ha NOPbYKA €:

o WHBeCcTUTOPBT BbBEX A B CEKUMATA 32 BbBEXKAaHe Ha 3aABKa NepPCOHANHO HapeXaHe;
o WMHBeCcTUTOPBT NOTBbPXKAaBa HapeXKAaHeTo Ypes NoJaBaHeTo n;
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o HapexaaHeTo He Moxe aa 6bae nogaseHo, 6e3 MHBeCTUTOPA Aa e AeKnapupan, ye ce e 3anosHan
c npodwuna, npeanaraHeTo, NPOEKTa, U T.H.

o Ha pataTa Ha npukatouBaHe Ha lMNpegnaraHeTo MHBECTUTOPLT NOJY4aBa U3BNEYEHME, YPES KOETO
ce MHPoOpmMpa 3a CKAYEeHaTa CAeNKa, NpeBefeHUTe CpeacTBa, NaaTeHaTa KOMWMCMOHHA,
3aKyNeHUTE UHCTPYMEHTU UM CKAIOYEHUA 40TOBOP 33 3aEM;

O Bceku NpoeKT 3a KONEeKTUBHO GUHAHCMpPAHE, B KOMTO MHBECTUTOP € MHBECTUPa, ce ONnoBecTABa
npes KOHKPeTHMA nHBecTuTop B Cekums ,,PUHaHCUpaHm NpoekTn” B Herosma npodun.

B npodmna 3a PMHaHCMpPaHM NPOEKTH ce BU3yanm3mpa
o0 ®uUHAHCMpPaHM NPOEKTM B NPOLLEC;
=  OnucaHue 1 IMHK KbM MPOeKTa
= OnucaHue u InMHK Kbm Cb3gaTens
®* WHBecTMpaHa cyma
= % 3anncBaHe KbM MOMEHTA, OCTATbK

= CpoK 3a nogasaHe Ha OTKa3 /[HW, YacoBe, MUHYTU U CEKYHAMN A0 KpalHusA
CPOK/;

o [poektn c yyactue
= OnucaHue 1 JIMHK KbM NPOEKTa
= 3a50XeHa cyma
= % 3anucBaHe Kbm obLiaTa TbpceHa cyma
=  HauMOHa/NHOCT M NPUNOXKUMO MPABO HA A PYKECTBOTO

- HoBuWHM 32 NPOEKTa

o [Mpodun Ha uHBecTUTOpPa:
= Knacuoukaumsa Ha MHBECTUTOPA;

= [laHHW 33 KOMYHUKauua /Ten; mein; Ume, Pamunns; HaumoHanHoct/

o [opTtdenn Ha uHBecTUTOpA:

=  Ha/W4YHW WMHCTPYMEHTM Ha MWHBecTUTOpa/Banyta (KbM MOMEHTa Ha
M3BbpLUBAHE Ha MHBECTULMATA)

HapexgaHuaTa nNpeacTaBAABaT 3asBKa 43 y4acTBa B NPOEKTa 3a GMHAHCMpaHe 3a onpegesieHa cyma.
MUHUMaNHMA pPa3Mep Ha egHOo HapexXaaHe ce AedUHMpPa No OTAENHO 33 BCEKU NPOEKT. MUHUMANHUAT
pa3smep Ha e4HO HapeXaaHe He MoXe Aa 6bae paBeH Ha 06WMAT obem Ha NpPoeKTa 3a PMHAHCUpPaHe.

Ypes BbBeEXK4AHETO Ha HapeX4aHWA UHBECTUTOPUTE 3aABABAT FOTOBHOCT Aa CK/OYAT CAeKa, KOATO Lwe
MPUKNIOYM B paMKUTE U CbIaCHO npasuaata Ha [pegnaraHeto. Ha I'InaTd)opmaTa ce gonyckat camo
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NMMUTUPAHN HapeXKA4aHMA 3a yyacTue B NpoekKTa 3a GMHaHCUpaHe Ha onpeaeneHa cyma. MpuopuTeTsT Ha
M3Mb/IHEHME € BPEME Ha BbBeJaHe.

Cnep M3TnuyaHe Ha CPOKa Ha NpoeKTa 3a pUHAHCUPaHe, HapeXKAaHUATa ce YA0BeTBOPABaT No BpemMe Ha
BbBeXAaHe. AKO C nocnefHaTa Mo BpemMe Ha BbBeXOaAHE HapeaaHe, KOeTo y4vacTBa B MPOEKTa 3a
dUHaHCUMpaHe, ce HaasuwaBa obuwma o0b6em Ha TbpCeHOTO ¢MHaAHCUpaHe, TO We 6bae 4YacTUYHO
U3MbJIHEHO.

OrpaHuuuUTeNnHU YCNOBUA

Bcekn MHBECTUTOP MMa MPaBO 43 BbBEXKAA CAMO egHO HapexAaHe no eauH npoekT. EavH MHeectuTop
MOKe [a ce OTKa3Ba OT NOZaLeHaTa OT Hero Nopbyka 40 onpeseneHuaT 8 OCHOBHMA MHGOPMaLMOHEH
LOKYMEHT CpOK. MoTpebuten He MosKe 4a BUXKAa AaHHU 32 0GepTH C U3TEKB/ CPOK 3a yyacTue.

3. TexHUYecKu faHHU

Yeb nnatdopmata we 6bae xocteaHa Ha VM (Virtual Machine) B MHGpacTpyKTypa ¢ BUCOKa cTeneH Ha
CUTYPHOCT M pe3epBMPaHOCT KaTo:

® WUuTerpupan IPS (Intrusion Prevention System) mogyn ,KOWTO HenpekbcHaTO HabalogaBa MpeskaTta 3a
3/I0HamepeHa AelHOCT 1 Npeanpvema AeACTBUA 33 NPeaoTBPATABAHETO WM, BKAOUYUTENHO AOKAALBAHE,
6/10KMpaHe MAK NpemaxsaHe.

¢ Cuctema 3a HabatogeHWe Ha yCayrm u nssectasaHe Ype3 SMS npu oTnagaHeTo UM .

* 3awwmTa no IP agpec u paspewasaHe Ha AocTbn 4o VM camo 3a onpeaenenu IP agpecn/mpexu.
o AamuHucTpupaHe Ha VM npes VPN ¢ 2FA (Two-factor authentication) .

¢ Mnatdopma 3a BUPTyannsaLma Cb3gafeHa oT MUHUMYM ABa host-a ¢ Bb3MOXKHOCT 3a failover.
¢ High Availability u Live Migration Ha VM .

¢ Online Backup Ha VM (backup 6e3 cnupaHe Ha VM).

* Bb3MOXKHOCT 3a penankauma Ha VM Ha oTAeneH CbpBbp.

* Pe3epBMpaHOCT Ha eNeKTPO3axpaHBAHETO .

® PesepBupaHa UHTEPHET CBBP3AHOCT OT MUMHUMYM f,Ba HE3aBUCUMM A0CTaBUYMKA.

¢ PesepBupaHa KAMMaTM3aLmA.

¢ MoKapon3BecTABaHE M ABTOMATUUYHO NOXKapOraceHe .

* Hannume Ha 1SO 9001:27001 ceptnuduKar.

Mpu paspaboTkaTa Ha yeb nnaTpopmarta we 6baaT M3MNOA3BAHM CAEQHUTE TEXHONOTUM U e3MuM 3a
nporpamuvpaHe

Frontend: JavaScript,HTML 5, Vue.js/React /Angular
Backend: PHP n nnu .NET;

basa gaHHu :Oracle;
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Yeb cbpBbp :Apache;
KomyHUKauusa mexay knveHTa (yeb 6paysep) 1 cbpsbpa e 6bae npes HTTPS ¢ TLSv1.3
UpeHTudUKaumua Ha notpebutenure

MoTtpebutenuTe M3BbPLIBAT MbPBOHAYAJIHA PEFMUCTPALLMA B N1aTHOPMaTa, KaTo B MPOLLEca Ha perncrpaums
ce cb3gasa notpebutencku npodun.

Bceku nocneaBaly 40OCTbN 40 NAaTopmaTa ce N3BbpLIBa C NOTPeOUTENCKO MMe M Mapona U nocaeaBalla
ABY}aKTOpHa NAEHTUDMKaLMA Ypes3 eNeKTPOHHA NoLua.

AKTyanusauma Ha cuctemara

AQMUHUCTpaTOpUTE CbOBLLABAT 3a MPEACTOAWA aKTya/nM3auma Ha cuctemata. BcMUKM ydacTHMUM
nony4asat MHGOpPMaUMA MO eNeKTpoHHa nowga. Mpu forsaHeTo cv B naatpopmara, ydacTHULMUTE
[eKnapunpar, ye ca ce 3ano3Hau C yCI0BMATa U MPOMAHaTa.

Mpu nofaBaHe Ha curHan 3a npobsem BbB QYHKLMOHAJHOCTTA Ha cUCTEMaTa ClefBa Aa Ce onuue
MAEHTUOMUMPAH WMHUMOEHT M Ja Ce M3NpaTu B CEKUMA 33 CUTHAAM CbOTBETHO OMUCaHMe Ha
naeHtTubmumnpaHma npobaem.

ALMUHUCTPATOPUTE 3a4b/BKUTENHO OTrOBapPAT B PaMKUTE Ha cneaBallma paboTeH AeH, ako CUTHANbBT e
noaageH cne 16 4. n B paMKuUTe Ha CblUMA, ako e NogajeH npeam Tosa.

Il. NonuTnKa 3a npeaoTBpaTABaHE Ha M3MaMM U 3a NOBEPUTENHOCT/3aLMTa Ha AaHHUTE

1. NonuTtuka 3a npepgoTepaTaABaHe Ha U3IMamMmu

Yeb nnatdopmara we 6bae xocTBaHa Ha M3bpaH AOCTABYMK C AOKa3aHW NPOLEeAypU 338 CUTYPHOCT KaTo:
UHTEFPUPAHA CUCTEMA 3A 3ALLNTA OT DDOS, KOATO MNPEAMA3BA XOCTUHI YC/IYTUTE HA MPEXOBO
HUBO. TA 3AMA3BA HOPMAJ/THATA PABOTA HA CAUTOBETE, KATO HEYTPA/IN3MPA DDOS ATAKM KbM
OBOPY/IBAHETO.

MHTerpmpaHaTta cuctema 3a 3awwmta ot DDoS e MoLLeH MexaHM3bMm 3a Npesna3BaHe Ha XOCTUHT YCIyruTe
Ha MpeXKoBO HMBO. TOBA e BaXHO, Tbit KaTo DDOS aTakuTe moraT Aa A0BeAaT A0 Cepuo3HM npobiemu 3a
OHNaliH NnaTdopmaTa, KaTo HeLOCTLMHOCT 33 NoTpebuTenute n 3aryba Ha busHec. CucTemarta 3a 3aLmTa
ot DDoS npepnara aBTOMaTU3MpPaHO OTKPUBAHE W HeWTpanusvpaHe Ha DDoS aTaku, KaTo aHanu3upa
TpaduKa Ha mpexkaTa U 6710KMpa HeobMYaHUTE 3asBKU, KOUTO MOraT Aa NpesAM3BMKaT HaTOBAapBaHE Ha
obopyagaHeTo. OcBEH TOBa, CUCTEMATA MOMKE A3 pa3no3Hae v 6J10KMpa PasNNYHM TUMNOBE aTaku, KaTo
SYN flood, DNS amplification n HTTP GET flood.

Cuctemarta 3a 3awmta ot DDoS npegnara U BUCOKa NPOU3BOAUTENHOCT U HaAEKAHOCT, KaTo pabotu B
peasHO BpeMe M MOXe [a M3abpKa Ha rofiemu HaToBapBaHMA. ToBa A NpaBu WAeanHa 3a OHNANH

I'I!'IaTd)OpMM C BUCOKa nocewaemocT, KaTo I'II'IaT(I)OpMVI 3a KOJIEKTUBHO d)MHchmpaHe.
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KaTo uano, nHTerpmpaHaTa cuctema 3a 3awmra ot DDoS e Heobxoanma 3a oHMalH NaaTtopmuTe, KOUTO
MUCKaT [a OCUTYpAT HenpeKbCHaTa [AOCTbMNHOCT WM 3alWuTa Ha NOTPebuTenckMTe [AaHHKM, KaTo
CbLUEBPEMEHHO rapaHTMpaT HopmasiHaTa paboTa Ha caliToBeTe NPU BCAKAKBU YCIOBUA.

JOCTBIBT [10 MPODUJIA 3A YIPAB/IEHUE LLIE CE OCBLUECTBABA C KOHTAKTEH UMEW/T AAPEC U
MNAPOJIA 3A TIPO®UJIA. 3A JAOMNBJ/IHUTE/IHA 3ALUNTA LIE CE AKTUBUPA [BY®AKTOPHA
AYTEHTUKALNA, KOATO EJTMMUWUHNPA Bb3MOMHOCTTA 3A 3/IOBPEAEH AOCTbI AO YC/IYIUTE NPE3
NPODUJIA.

[BypaKTOpHaTa ayTeHTUKALMA e MU3KIIUYUTENHO BaXKHa 33 OCMTypABaHe Ha AOMbJHWUTENIHA 3almTa Ha
npodumna 3a ynpasneHwe Ha nnatpopmarta 3a KONEKTUBHO ¢UHaHcupaHe. Mpu Tasm cuctema 3a
ayTeHTMKauuMA, cnel, BbBeKAaHe Ha NoTpebuTeNnckoTo Mme M napona, ce M3UCKBA M BbBeXAaHe Ha
JOMbHUTENEH KOZ, 33 NOTBbPKAEHME, KOWTO ce reHepupa oT MOBUAHO NpUoKeHMe UK MosyyaBa Ha
notpebutenckmna tenedoH. ToBa 3HauYMTE/IHO NOBMILABA HUBOTO Ha CUTYPHOCT, Tbil KaTo 310BPeAHU
notpebutenn HAMa Aa moraT Aa MMmaT JoCTbN 40 Npoduna, JOPU ako UMAT A0CTbN A0 NOTPebuUTenckoTo
UMe 1 naposnarta.

3ALNTA MO IP ALOPEC U PA3PELLUABAHE HA BXOAA B [PO®UJ/IA CAMO 3A OIPEAE/IEHU IP
ALPECU/MPEXA.

3awwmTaTa no IP agpec 1 paspellaBaHeTo Ha BxoAa B Npoduia camo 3a onpegeneHu IP agpecu/mpexa e
efiHa OT Hai-epeKTUBHMUTE MePKM 3a 3aLMTa Ha npoduanTe 3a ynpasneHue. Tasm mapka moxe aa 6vae
M3Mn0a3BaHa 33 OrpaHMYyaBaHe Ha AoCcTbna A0 npoduna 3a ynpaBaeHUe camo 40 onpeaeneHn KOMNioTpu
WU MPEXM, KOUTO Ca JOBEPEHU U KOUTO NOTPEBUTENAT MOKe Aa uaeHTUdUUMpa Kato curypHu. Tosa e
BAXKHO, 3alLOTO MOXKe A3 Ce NpeAoTBPaTh BXOABLT B Npoduaa OT 310BpeAHN KOMMIOTPU MU MPEXKM.

3a aa ce peanu3unpa Tasm MApPKa 3a CUIrypHOCT, CUCTEMATa 3a ynpasaeHue Ha naaTtdopmaTa 3a KONEKTUBHO
durHaHcMpaHe morke Aa m3nonsea IP-6a3npaHu cnMcbuM 3a paspellaBaHe Ha BxoAa Ha noTpebutenure.
ToBa 03HayaBa, Ye camo noTpebutennTe, KOUTO UABAT OT AoBepeHu IP agpecu MAM Mpexu, e umat
[0CcTbn 0o npodunuTe 3a ynpasaeHue. 3a ga ce yNecHU npouechT Ha AobasaHe Ha HosM IP agpecn nam
MpPEXMW, cUCTeMaTa MOXe fa NpefocTaBu UHTepdeic 33 aAMUHUCTPUPAHE Ha CMUCBbKa € AosepeHu P
afpecu. ToBa Le NO3BOAM Ha agMWHUCTpaTopuTe Aa A06aBAT AU NpemaxHaT IP agpecu unm mpexu,
KOWUTO Ca pa3peLleHun Aa BAM3aT B npoduamTe 3a ynpasieHue.

MHTerpupaHa 3aLmTa npu BXoa, B KAMEHTCKUA NPpodua U Npu 3aceveHn onpeaeneHn KpuTepun ce n3ncka
BbBEXAAHE HAa AONBAHWUTE/IEH KO, KOMTO Aa ce U3npalla caMo Ha KOHTaKTHUA MMela agpec 3a yeayruTe.

3ALLMTA CPELLY BRUTE FORCE HA CMS M/IAT®GOPMU U UMENJIN
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Brute Force aTakuTe ca KnbepaTaku, NpU KOUTO 3/10YMULLIEHHMKBT C€ ONMTBA Aa MOAYYM A0CTbN A0
cuctema, KaTo npobBa MHOXKecTBO KOMOWHaUMKM OT MNOTpebuTenckM U MapoaHU MMeHa. 3a aa ce
npesoTBPaTAT TE3M aTaku, € He0b6XoA4MMO Aa Ce NPUOKAT NOAXOAALLM MEPKM 3a 3aLLUMTA, KATO HAaNpUMep:

o  CuaHu naponun: U3McKBaHETO 3a CUIHM NAPOIN MOXE A3 Hamanu puUcKa oT ycnewHu Brute Force
aTaku. Maponute TpabBa Aa ca AbAMM U Aa BKAOYBAT PAas/IMYHN BUAOBE 3HALM.

e JluMUTUpPAHE Ha ONUTUTE 3a BAM3aHe: MoxXe fa ce orpaHMyM BPOAT HA ONUTUTE 33 BAM3AHE Ha
notpebutenute Ao cuctemaTa. Hanpumep, cuctemata moxke aa 610KMpa onuTUTe 3a BAM3aHe
cnep onpepeneH 6poii rpelwHm oNMTM 3a Napona.

o CAPTCHA: fobassHeTro Ha CAPTCHA moe fa npegoTBpaTu aBTOMaTu3mMpaHuTe Brute Force
aTaKM, KaTo M3UCKBa OT NOTPebuTeNA Aa peLwn Kanya npeau Aa nosyydn AocTbn 40 cucTemaTa.

o |P 6noknpaHe: Morke aa ce 6nokmpaT IP agpecuTe Ha aTakyBalms, cieg, Kato Te 6b4aT 3aceyeHu
npv ONWUTK 33 BAIN3aHE B CMCTeMaTa. ToBa MOXKe A3 ce OCbLLECTBM Ype3 MHCTPYMeHTH KaTo firewall
un security plugins.

e MOHUWTOPWHT Ha noroseTe: PefOBHUAT MOHUTOPUHT Ha JIOTOBETE HAa CMCTEMATa MOXKE 3 MOMOTrHe
AOa ce oTKpmAT Brute Force ataku 1 ga ce npegnpvemar NOAXOAALLM MEPKM 3a 3alLumTa.

3a 3awmTa cpewy Brute Force Ha CMS nnatdopmn 1 uMenan moxe ga ce U3Non3BaT cneumaansnpaHm
security plugins, kaTto Hanpumep Login LockDown 3a WordPress, Brute Force Login Protection 3a Joomla n
T.H. Tean MHCTpyMeHTH moraT aa 610kupat IP agpecun cnen onpeneneH 6poi onUTK 3a BIM3aHe, KaKTo U
Aa HabntoaaBaT I0roBeTe Ha cMCTEMATa 33 NOA03PUTENIHA aKTUBHOCT.

BACKUP

Backup e M3KNIOUMTENHO Ba)KEH €NeMeHT B CUFYPHOCTTA Ha BCAKA CMCTeMa 3a ynpaB/eHWe Ha
CbAbpKaHMeTo. Tol No3BO/IABA Aa Ce Bb3CTAHOBU MHPOPMALMATA B Cly4ail HA HeoYaKBaHa 3aryba uau
nospea Ha AaHHUTe.

3a fa ce rapaHTMpa npaBuaHata pabota Ha cucTemaTta 33 ynpasieHWe Ha CbAbPKaHMETO M Aa ce
npesAoTBPATAT eBEHTYaHN Npobaemu, e HeobXxo4MMO Aa Ce NPABAT PEAOBHU U MbJHWU Pe3epPBHU KOMUA
Ha pJaHHuTe. PasnmyHmM nnatdopmu 3a ynpaB/ieHME Ha CbAbP)KaHMETO NpPefoCTaBAT Pa3INYHMU
MHCTPYMEHTU 3a Cb3faBaHe Ha pe3epBHU KOMMUA, KaTo HAKOW OT TAX MOraT Aa ce HaCTPOoAT fa npasAT
ABTOMATMYHM KOMUA Ha PpeLOBHU MHTEPBAJIN.

Ba)kHO e p[a ce 3anasAT pes3epBHM KOMWA Ha BCUYKM [AHHW, BKAOYMTENHO HA 6asaTa [aHHM,
KOHdUrypaumoHHuTe dainnoBe U BCUYKN meauiHU daitnoBe (KapTUHKM, BMAea, ayamo u T.H.). Konusata
TpsbBa Aa ce NasAT Ha CUTYPHO MACTO, KbAETO HAMA Aa 6bAAT M310XKEHU HA OMACHOCT OT XaKePCKM aTakm

WA APYrn CbBUTMA, KOUTO MOraT Aa Aoseaart Ao 3aryba Ha AaHHW.
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3a Aa ce rapaHTMpa, Ye pe3epBHUTE KOMNUA Ca MbJHU M BaJUAHU, € NPEnopbYMTEIHO [a Ce U3BbPLUIBA
neproauyHa NpoBepKa Ha TAXHOTO CbCToAHME. TOBa MOKe [a Cce Hanpasu Ypes Bb3CTaHOBABaHE Ha eHa

OT KONKUATA Ha TECTOBA CUCTEMA, 33 [1a CE YBEPUTE, Ye AaHHUTE Ca HAIMYHM 1M MoraT Aa 6b4aT M3N0N3BAHM.
2. MNoBepuTENHOCT U 3alMTa HA AAHHUTE

2.1 O6PABOTKA HA JIN4HU OAHHU

[py>KecTBOTO ce 3aAb/kaBa Aa TPeTMpa J/UYHUTE AaHHW, MNpeaocTaBeHWM OT noTpebutennte B
CbOTBETCTBME C pasnopendbute Ha AENCTBALLOTO 3aKOHOAATE/ICTBO MO Bbnpoca M ¢ HeobxoaumaTta
NMOBEPUTENHOCT.

2.2 BWAOBE NM4YHU OAHHN, KOUTO CE CbBUPAT U OBPABOTBAT OT AIPYXKECTBOTO

HasuraumsaTa Ha noTpebuten npes Yebcalita ce M3BbPLLIBA aHOHUMHO, C U3K/OYEHME Ha Te3WN YacTHM
CEeKLMM, OTPaHNYEHN 40 PEerncTpmMpaHm noTpebuTenm, KoMTo ce OCbLLECTBABAT NPY NOMUCKBAHE HA TEXHUA
naeHTUUKaLMOHEH Kog,. Hue He cbbupame IMYHM AaHHW, OCBEH KOraTo MOTPebUuTensT U3PUYHO HU
npesocTaBu Tasm MHGopmaums.

[pyKecTBOTO cbbupa OHEe3n JMYHW L[AHHM, KOWUTO NoTpebutenat Ha yebcailTa npesocTaBsa npw
PerncTpauma an Npu U3BbPLIBaHE Ha MHBECTULMA Npe3 [LpyKeCcTBOTO, KAKTO U Te3M, KOUTO Ce reHepupar
No Bpeme Ha Hasuraumata um npes yebcailTa M nNpuM M3NON3BAHETO Ha npoayktute / ycayrute /
cbabprKaHueTo / aboHameHTH Ha yebcaiTa.

MoTpebutenaT geknapmpa Ha CBOA OTTOBOPHOCT, Ye AaHHWUTE, NPeaoCTaBeHM Ha [ py»KecTBOTO, ca BEPHMU
M NpUHAZNexaT Ha Hero. BCAKO HEBAPHO WM HETOYHO TBbPAEHWE, KOETO Bb3HWKBA B pPe3y/aTaT Ha
npeacTaBeHaTa MHPOPMaUMA U AaHHU, KAKTO U LLLETUTE, KOUTO Tasn MHPOPMaLMA MOKe Aa NPUYUHM, LWe
6b4aT OTTOBOPHOCT Ha NoTpebuTens. NoTpebuTenaT, KOWTO NpeaoCTaBu HEBEPHW AaHHM, MOXKe fAa bbae
M3KNKOYEH OT YCyruTe Ha yebcaliTa, KbM KOMTO NPUHAANEKM.

2.3 MACTO HA CbXPAHEHUE HA TUMHUTE AAHHWU HA NOTPEBUTENUTE N NEPUOA, HA CbXPAHEHUE.

B cboTBeTCTBME C AEWCTBALLOTO 3aKOHOAATENCTBO 3a 3alMTa Ha JIMYHUTE OaAHHW, AAHHWUTE, KOMTO
noTpebuTenaT 3pMYHO ce CbrnacaBa Aa cnogenu ¢ [LpyecTBoTo UM KOUTO NpeaocTaBa B 6baelle, we
6baaT BKAOYEHM 32 06paboTKa B CbOTBETHMA aBTOMaTU3NpaH daiin, cobcTBeHOCT Ha [ pyKecTBoTo. Tesn
[AaHHW LLLe Ce CbXPaHABaT, A0KATO NOTPEBUTENAT He N3PasK KeNaHue Aa 6baaTt U3TPUTH.

LpyXecTBOTO e Npneno N3UCKBaHUTE OT 3aKOHA HMBA Ha CUTYPHOCT Ha 3alWMTa Ha IMYHUTE aHHU, KaTo e
npeanpwunena HEO6XO,£],VIMVITe NpPaBHU U TEXHUYECKUN MEPKU 3a NPeaoTBpaTABAaHE Ha 3ary6a, 3noyr|0Tpe6a,
npomAaHa, HeOoTopu3npaH AO0CTbN U Kpa>+<6a Ha npeagocTaBeHUTe JIMYHW AaHHW. Bbnpeku TOBa,
I'IOTpE6VIT€I'IFIT Tpﬂ6Ba Aa € HaACHO, Y& MEPKUTE 3a CUTYPHOCT B MHTEPHET MPOCTPAHCTBOTO HE Ca
HenpeoaoaMMu.

2.4 YNPAXXHABAHE HA NMPABATA HA NOTPEBUTENA HA AOCTbN, KOPUTMPAHE, 3AJIMMABAHE U
NPEHOCMMOCT HA IMMHUTE JAHHU U OTPAHUYABAHE UJIN OTKA3 OT TAXHOTO OBPABOTBAHE.
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Mo BCAKO Bpeme perncTpupaHuaT noTpebuTen MoxKe Aa yrnparkHM NpaBoTo CUM Ha AO0CTbM, KOPUTMpPaHE,
3a/IMYaBaHe, orpaHM4yaBaHe U 0TKa3 oT 06paboTBAHETO Ha IMYHUTE MY AAHHM Ype3 MUCMEHO, NoAMNNUCAHO
Mo HaA/IeXKHUA pef, UCKaHe Ka, KaTo MPUJIOXKKM Komue OT CBOA AOKYMEHT 3a CaMOJIMYHOCT UAWN gpyra
OOKYMEHTauMsA, KoATo ro naeHTudunumpa, agpecmpanun oo “KonektmeHo ¢puHaHcuparHe” Al Ha agpeca,
NOCOYEeH Mo-rope, UAn No MMeNN, agpecupan ao contact@spacecrowd.bg

2.5 U3NON3BAHE HA TUYHUTE OAHHU HA NOTPEBUTENIUTE OT APYXECTBOTO

[aHHuTe, NnpenoctaBeHn oT noTpebutena, morat ga 6baaT M3nonssaHu ot [py»KecTBoTo, 33 Aa Nofobpu
bYHKLUMOHANHOCTUTE Ha yebcaliTa, Aa ro uaeHTUduLmMpa 1 ga my npeasoxun npoayKTnTe u ycayrute, ot
KOWUTO Ce MHTEPEeCYBa, 3a CTAaTUCTUYECKM LLeNu, KaKTo 1 Aa U3NpaLla BCAKAKBU BUA, TbProBCKa, TEXHUYECKa
1 onepatuBHa MHGOPMaLMA 33 NPOMOLMU, NPOLYKTU U YCAYIW, NpeanaraHn ot [py*KecTBOTO U OT TPeTu
CTPaHM — KOMNAHUK, Tbpcelm dMHaHCMpPaHe, NapTHbOPU Ha [pyKecTBOTO.

Mo BCcAKO Bpeme MOTPEOUTENAT MOXKe [a Bb3pasu Cpelly M3MOA3BaHeTO Ha JIMYHUTE My AAHHM 33
TbProOBCKM LLeAU Ypes umenn Ha contact@spacecrowd.bg

2.6 CNOAENAHE HA TU4HU OAHHU HA NOTPEBUTENTUTE
JNIvuHuTte gaHHM Ha noTpebutena moraTt ga 6bAAT CNOAENAHW NO CAeAHUTE HaUYMHU:

° Tesn faHHK, KOUTO U3PUYHO M3bepeTe Aa 6baaT YacT oT Ny6AnYHMA Npodu, we 6baaT BUAUMM
3a NoTpebuTennTe, KOMTO ca pPerncTpupaHu Ha [py*KecTBOTO, Korato notpebutens usbepe pa cnepsa
HOBWHUTE Ha AaZeHa KOMMaHuA, Tbpcella dMHaAHCMpaHe UK Ja MHBeCTUpaTe B Hes upes [pyKecTBoTo.
MoTtpebutenat nusbupa Aanm nybauyHUAT My npodua fa e BUAMM M KoM AaHHW OT HEro Aa ca nybanyHu.

. Korato notpebutenat obmeHs nHbopmaLma ¢ KOMMNaHWA, KOATO e B KaMNaHWA 3a HabupaHe Ha
CPeAcTBa, U C Apyrn noTpebutenn uypes [pyKecTBOTO MAM yyacTBa BbB (GOpymMa 3a KOMEHTapu B
[pyxecTBOTO, Tazn MHPopmaLma moxe Aa 6bae BUAMMa 3a APy NOTPedbuTenn, KOMTo ca PErNCTPUPaHM
B [lpyecTsoTo.

° KoraTo noTpebutensT M3BbpLM MHBECTUUMA B KOMMAHMA uype3 [py»KecTBOTo, [py*KecTBoTo
npeaocTaBs JIMYHM JAHHM Ha KOMNAHWATA, KOATO Noay4YyaBa pUHAHCKMpPaHe, U Ha APYrY IMLA, y4acTBalm
BbB POpManM3npaHeTo Ha MHBeCcTUUMATA (Hamnpumep HOTapuyC, OJbKHOCTHWM /iMLA Ha TbProBCKK
perucrap, UeHTpaseH PerucTbp Ha LEHHWN KHUXKA).

° AKO NoTpebutenaT NnpomeHn cobCTBEHOCTTA UM KOHTPO/A BbPXY BCUYKM MAM YacT OT yCayrute
WY aKTUBUTE, [LpYKECTBOTO LLE NPEXBBPAN LANaTa MHPopMauma Ha npoduna Ha HOBUA COBCTBEHMK.

° JInyHWTe JaHHM Ha nNoTpebutens morat ga 6bAaT NPesoCcTaBAHM B CbOTBECTBUE C AeiNCTBalLaTa
HopmaTMBHa ypeaba 1 Ha perynatopHu opraHm (Hanp. KOH)

2.7 NPOMAHA B NOJINTUKATA 3A MOBEPUTE/THOCT

[py*KecTBOTO MOKe a NpUeMe NPOMAHA B YCTAaHOBEHUTE NPAKTUKKU U/MAN NONUTMKA 33 MOBEPUTENHOCT,
KOWUTO MOMKe 43 3aCerHaTt IMYHUTE AaHHK Ha noTpebuTenute. 3aabaxKeHWe Ha NoTpebutenn 3a 4ocTbn 40
yebcaiita e Aa ce 3anosHae c [onanMTHKaTa 3a NOBEPUTENHOCT Ha [lpy»KecTBOTO. [py»KecTBOoTO Lie YyBeaoMM
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Mo eNIeKTPOHHa NoLLa NoTpebuTena 3a BcAKa akTyanusaums B MoANTMKaTa 38 NOBEPUTENIHOCT Ha BCUYKM
notpebutenun, peructpupaHu 8 [lpy>KectsoTo, KaTo OTFOBOPHOCTTa Ha noTpebutensa e Aa rm npoyete u
npueme.

2.8 NTONTMTUKA 3A BUCKBUTKU
Kakeo npedcmasnasam 6uckeumxume?

,BUCKBUTKaTa” e ManbK dann Cc AaHHW, KOMTO ce wm3Terna Ha KommnioTbpa/cmaprdoHa/Tabneta Ha
notpebutens npu 4oCTbn A0 onpeaeneHu yeb cTpaHuuM, 33 Aa CbXpaHABa M M3BAMYa MHbOPMaLMA 3a
HaBUraumMaATa, KOATO Ce U3BBbPLLIBA OT CbOTBETHOTO YCTPOMCTBO.

Te3n dalinoBe ce CbXpaHABAT Ha YCTPOMUCTBOTO Ha NOTPebUTeNa N CbabpKaT aHOHUMHU AaHHU, KOUTO He
ca BpeAHM 33 CaMOTO YCTPOMCTBO. Te ce M3MOoN3BaT 3a 3aNOMHSHE Ha NMOTPebuTeNCcKM NpeanoyYnTaHus,
KaTo M3bpaH e3MK, JaHHW 32 AOCTbN UKW NEePCOHaIM3MPaHe Ha CTPaHMLATa. BUCKBUTKMUTE mMoraT CbLuo A3
Ce 13No0/13BaT 3a 3aNucBaHe Ha aHOHMMHa MHGOPMALLMA 33 TOBA KaK NOCETUTEN M3M0/3Ba AAJEH yebcanT.
Hanpumep oT KosA yeb cTpaHMLa CcTe OTBOPUAW WAM Aanu CTe WU3MNON3Baau peKnameH ,b6aHep”, 3a Aa
CTUTHETe 4,0 TaM.

Kakeu bucksumku usmnonsea [pyxecmseomo
[pyKecTBOTO M3M0/3Ba CeaHUTe BUCKBUTKM Ha yebcaliTa:

° HGUCKBUTKM, CTPOro HEOBX0A MMM 33 OCUTYPABAHE HA HaBUrauuMaTa Ha noTpebutens npes yebcaliTa
W 3a NPeLOoCTaBAHE Ha OMNpPeaeseHun YCIyru, U3PUYHO 3adBEHM OT NOTPebuTens: ako Tesnm GUCKBUTKM ca
[EaKTUBUPAHK, MOTPEBUTENAT HAMA 4a MOXKe Aa MosyyYaBa WM NPaBUIHO A3 OCbLECTBABA 4OCTLM 40
CbAbPKAHNETO U yCyruTe Ha [py*KecTBOTO; U

° AHaNUTUYHN BUCKBUTKM (33 HabslogeHMEe M CTAaTUCTMYECKM aHaNn3 Ha NOBEAEHMETO HA BCUYKM
noTpebuTenm): ako Tean GUCKBUTKU Ca AEeaKTUBMPAHK, yebCcalTbT MoXKe Aa NPoab/KU ga GYHKLMOHKUPA,
6e3 ga ce 3acAra ¢akTbT, Ye MHOOPMAUMATA, y/OBEHA OT Te3n GUCKBUTKM MpPM M3MON3BAHETO Ha
[pyKecTBOTO, N0O3BO/IABA Ha [lpy:KecTBOTO Aa Nogobpu npegnaraHuTe ycayru.

MoTpebutenat cam pelasa Aanv ga npueme BUCKBUTKM UK He, KOTaTo KOHOUTypupa cBos yeb Bpaysbp.

YebcallTbT MOXKe Aa CbAbpiKa BPb3KM KbM COLMaNHM Mpexn (KaTto Facebook nnn Twitter). py*kecTBoTo
He KOHTPOoAMpPa BUCKBUTKUTE, N3MON3BAHM OT TE€3M BbHLLUHU MPEXKMN.

Ill. MecTtononoxeHnATa, meToautTe U NOAUTUKUTE 3a dpXuBupaHe Ha AOKYMEHTauua, BKAKYUTENTHO
n3non3BaHeTo Ha oﬁnau,u

1. Tean npaBuna pernameHTUpaT pega U OTFOBOPHOCTUTE Ha [pyKecTBOTO, CBbP3aHWU C AENCTBUA NpuU
pesepsupaHe (apxuBupaHe) Ha MHOOPMALMATA U MEPKUTE 33 3aliMTa Ha [AHHUTE B CMCTEmATa Ha
nnatdopmaTta, KaKTo U MepPKUTE 3a 3almMTa Ha obpaboTBaHUTe OT [ pyKECTBOTO IMYHU AAHHM, CbIIACHO
M3NCKBaHMATa Ha YfeH 32 Ha PernameHT 2016/679 (GDPR).
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MpaBunata ca pas3paboTeHW, 3a Ja Ce OCUrypu 3anasBaHe Ha WHbopmauuata B pyKecTBoTo,
rapaHTMpanku, 4ye He MoXKe aa bbae 3arybeHa u ye moxke Aa 6bae Bb3CTaHOBEHA BbB BCEKM €IUH MOMEHT,
npu CPUB Ha cUCTEMATa UK NPU BCAKAKBA Apyra cuTyauums.

2. BCMYKM KN1HO4OBU KOMMOHEHTH, 0b6cay»KBalum paboTocnocobHocTTa Ha niatpopmara, e ca AybampaHu:
HaM-MafKo fBa CbpBbPa 3a MPU/IONKEHMA, ABa MapLUPYTU3ATOPM 33 AOCTbM, PE3EPBUPAHO MPENKOBO
obopyaBaHe M ap. [BaTta MmaplipyTusatopa 3a AO0CTbM Ao nsatdopmaTta e paboTaT aBTOHOMHO,
He3aBUCUMU eaunH OT APYT, U We U ce HaMMpaT B crpagata Ha bdb All, a TpeTn — B pe3epBHUA LEHTBLP Ha
bopcarTa.

3. Uenta Ha exegHeBHMA apxMB Aa CbXpaHU W OCUTypU 6BP30 4YaCTUYHO BbH3CTAHOBABAHE Ha
MHbOpMaLMOHHATa cucTema naatdopmaTa Npu BCAKAKbB BUA, CPMB Ha CMCTEeMa 3a Bpeme No-mMasko OT 2
yaca. ExkeaHeBHMAT apxuB ce m3BbpwBa BcAKa Bevep oT 01.00 yaca OT NoHeAenHWK A0 Heaena B
ABTOMATUYEH PEKUM.

4. ApxmBHUTe paliNoBe ce CbXPaHABAT Ha CleLHUTE GU3NYECKM MECTa: CbPBbPHO NomeLLeHme Ha BDB ALl
Ha yn. Tpyn Ywun 6, n PesepBeH LEeHTbP, KaKTo U B 06/1a4HOTO NPOCTPAHCTBO HA MbPBOK/AACEH AOCTaBYMK Ha
obnayHu ycnyru.

5. Llenta Ha ceAMUYHUA apXMB € Aa CbXPaHU U OCUTYPU MbJHO Bb3CTaHOBABaHe Ha MHGOPMALMOHHATA
cucTema Ha [lpyKecTBoTo Npu cpuB Ha H6aszata AaHHM. CeaAMUYHUAT apXmMB Ce U3BBPLLBA BCEKM NETHK B
22.00 yaca B aBTOMATUYEH PEXNM.

6. OTrOBOPHOCTTa MO MNPOBEpPKaTa 3a LUANOCTHOCT Ha M3BBbPLUEHMA apXMB U CbXPaHEe-HUETO B OXPaHABaHU
mecTa ce Hocu oT OyYHKUMOHaNHO 3BeHO ,MHbopMauMOHHM TexHonormu“., MpomeHun B rpaduka 3a
M3BbpPLUBAHE Ha apxuBuTe ce onpegena U peryampa oT OyHKUMOHANHO 3BeHO ,MHPopMaUMOHHU
TexHosnormmn®,

7. Heobxogmm xapayep:
o npenopbyBa ce noHe 10% cBo60AHO AMCKOBO NPOCTPAHCTBO HA CbPBbHPA;

. BbHLIEH HOCUTEN 3a CbXpPaHABaHE Ha Konue OT apxmuBuTe Ha GU3MYECKM 3aLLUTEHO MACTO U3BBH
crpagaTa — B PesepBeH LEHTHP.

8. MpoBepKa v TecTBaHe Ha apxXnBUTE:

. BCAKA CYTPUH Cnej, U3BbpLlIeH apxuB, B PyHKUMOHANHO 3BEHO ,,MHOOPMALMOHHWN TEXHONOTUM
NpoBepABaT NOroBeTe Ha apXmMBKUTe Ha 6a3a HOTUPUKENLWbHM, KOMTO NOYYaBar.

. nepnoanyHo ®yHKUMOHANHO 3BeHO ,MHPOPMAUMOHHU TexHonorMmn“ npaeu npobeH TecT 3a
Bb3CTAaHOBABAHE HA PE3E€PBHO KOMWeE, C Lea Aa Ce YCTaHOBM Aann AaHHuTe Le 6bAaT Bb3CTaHOBEHM
NPaBUAHO NPU €BEHTYaNEH CPUB.

Te3n MpasBuna ca npneTtu c PeweHune Ha CbBeTa Ha gupeKkTopute Ha ,,KOTEKTUBHO ®UHAHCUPAHE“AL.
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